
Information is 
Being Weaponized
Disinformation campaigns and social media 
manipulation often originate or gain traction 
on fringe social media platforms. Monitoring 
X (formerly Twitter) isn’t enough.

Information is being weaponized to directly 
target companies, their brand, and their 
employees. Threat actors create false 
narratives, use cultural touchpoints, and 
feed off public distrust of their information 
sources.
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Nefarious actors are targeting brands and 
your license to operate, reputation, market 
capitalization, customer loyalty, talent 
acquisition, and physical safety is at risk.

Competitors, criminals, and state actors are 
leveraging social media, extremist 
communities, targeted marketing, and lies. 
We’re here to help you fight back.  
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True Business Risk
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Understanding the Forces Behind the Attacks
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Assess
Assessing your risks 
helps you know when 
and how to act

Detect
Origination Detection 
helps identify false 
and damaging 
narratives early

Mitigate
Alethea provides 
actionable insights 
that stop a crisis 
before it escalates

You Can Outmaneuver
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＋ Strategic input when 
communicating with elected 
officials

＋ Share sanitized versions of 
reports to work with 
organizations and policy makers 
to advance goals

Government Affairs
＋ Platform takedowns

＋ Counter Messaging

＋ Expose networks and actors

Communications

Security
＋ Executive protection

＋ Insider Threat 

＋ Facility Security

＋ Communicate with key 
shareholders

＋ Pre-bunk false claims

Finance

Legal
＋ Cease and desist letters

＋ DMCA takedowns

Turn Risk Into Opportunity



1. There has been a proliferation of 
platforms across the web, making it 
harder to track narratives using 
conventional tools

2. Social media platforms lack 
dramatically reduced the size of 
teams responsible for combatting 
online threats
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3. Accessibility of generative AI tools 
allows for rapid content creation and 
dissemination

4. State actors, domestic actors, and 
criminal groups are all leveraging 
information operations or propaganda 
tactics to achieve their goals.

What’s Changed About the Internet?



Everything will feel political—every 
organization is on the ballot.

Global conflicts will impact organizations 
whether you want to be involved or not.

Disinformation will continue to have financial 
impacts outside of traditional crisis response. 

Customer loyalty, shareholder value, 
employee retention, and other core business 
needs are all at risk of being manipulated or 
influenced by outside actors.
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What’s Coming in 2024?



Retail Industry



RETAIL

Video Investigation
Alethea assesses with moderate confidence 
that the original video of the incident, which 
per local reporting occurred at 6:30 PM 
October 2, 2023, was first posted to Reddit at 
11:41 PM October 2, 2023. 

The video appears to have been filmed by 
area resident Oscar Mayorga, 27. 

We did not find any evidence that this video 
was recirculated.
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RETAIL

Video Investigation
The video appears to have first been posted 
to X by @M_Rotchburns, who frequently posts 
racist content and claims in their bio to be in 
the UK. This post experienced significant 
engagement, with 698 reposts and 3221 likes.

The video was then reposted by numerous 
right-wing influencers including Charlie Kirk, 
Andy Ngo, and Ian Miles Cheong. Some posts 
have since been removed.

© 2024 ALETHEA  |  CONFIDENTIAL  |  10



RETAIL

Video Investigation
Another element contributing to the spread 
of this content was a Featured article on 
Infowars posted 11:45 AM October 3, 2023. 

Alethea did not assess the spread of this 
content to be due to bots or coordinated 
inauthentic behavior to any substantial 
degree. The videos virality can be explained 
by the combined audiences of outlets such as 
Infowars along with the follower bases of 
these influencers.
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Entertainment & Media 
Industry



A flagship entertainment and media company 
is intentionally pushing woke narratives in their 
movies as part of a corporate agenda

Alethea observed thousands of posts accusing the 
company of emphasizing woke ideology over compelling 
narratives. It is viewed as a conscious decision by the 
company to try and influence public perception of the 
topic, and contains allegations that talent is responsible 
for the new alleged bias.

ENTERTAINMENT & MEDIA

Narrative Summary
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Alethea observed narratives that alleged the 
company writers and filmmakers are the 
reason for ‘woke-ness.’ These posts predict 
the impending failure of future series based on 
filmmakers and writers with specific 
backgrounds or assumed ideologies.

ENTERTAINMENT & MEDIA

Woke Talent
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Alethea identified the following mitigation 
options for the company’s consideration:  

● Conduct continuous monitoring of narratives 
depicting the company as “woke” that could pose 
physical security risks, inspire boycotts; monitor 
for the use of tactics that violates laws or social 
media terms of service.

● Create a communications strategy that 
considers trusted messengers or channels to 
clarify the company’s DEI initiatives, and work to 
develop relationships for activation.

● Train key talent how to identify online risk, 
when to coordinate with security, and how to 
stay safe online. 

ENTERTAINMENT & MEDIA

Narrative Assessment

Alethea’s high reputational risk assessment is based 
on the high volume of highly engaged content, and 
involvement of state media and other malign actors.

Alethea’s moderate financial risk assessment is 
based on low volume of low engagement content 
calling for boycotts of the company’s productions, 
within highly engaged narratives.

Alethea’s low physical security risk assessment to 
talent based on the nature of the content discussing 
talent.

Assess: Alethea assesses that the company 
faces multiple risks in the narrative.
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Alethea observed 86 “news” websites 
publishing the same RT.com article about 
“[X] woke virus threatens US movie 
industry” that targets the company. The 
activity occurred on December 23 & 24. 

This tactic, known as “Pink-Slime”, gives the 
appearance of legitimate, local, news site to 
reach a broader audience and instill trust. 

ENTERTAINMENT & MEDIA

Network Detection
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ENTERTAINMENT & MEDIA

Network Assessment
Assess: Alethea’s assessment is that this 
network poses a moderate reputational risk, 
and exists within a high risk narrative.

Alethea’s moderate reputational risk is 
based on the coordinated nature of the 
campaign, specifically targeting the 
company. The article is RT.com, but more 
investigation is needed to determine if the 
authors are Russia specifically, or others 
using a popular narrative for financial gain 
from advertising.

Alethea identified the following mitigation 
options for the company’s consideration:  

● Investigate network to attempt to identify the 
actor behind network, to inform further 
response strategy. This may include an analysis 
of advertising infrastructure, social media 
amplification, and other manipulation tactics.

● Expose network via the press. Analyze 
additional content appearing on websites and 
pitch a reporter as an example of networks 
targeting brands and using disinformation for 
profit to add more context to the narrative. 

● Double Down on Core Messaging. Continue to 
target key audiences who support or are 
persuadable about the company’s DEI/ESG 
strategies.
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Aerospace & Manufacturing 
Industry



Alethea observed thousands of 
posts—including from right-wing, 
conspiratorial, and state-affiliated 
entities—claiming that the company supplied 
weapons to Israel and promoting a November 
6 protest in St. Charles, Missouri, that shut 
down a company production facility.
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AEROSPACE & MANUFACTURING

Narrative Summary
Russian State Media and U.S.-Based Activist 
Groups Criticize The Company for Allegedly 
Supplying Weapons to Israel



AEROSPACE & MANUFACTURING

Narrative Assessment

Alethea’s high reputational risk assessment is based on 
the sustained high volume of content criticizing the 
company for allegedly manufacturing weapons for Israel. 
This risk is expected to be sustained given the political 
climate and discussion around foreign military sales in a 
presidential election year.

Alethea’s moderate security risk assessment is based 
on a substantial increase in offline action protesting U.S. 
involvement in the conflict between Israel and Hamas 
and a high volume of content specifically criticizing the 
company for allegedly supplying weapons to Israel.

Alethea identified the following mitigation 
options for the company’s consideration:  

● Heighten security preparedness around 
facilities most likely to be targeted by protests 
and push out information on best safety 
practices to company employees in anticipation 
of possible further protest activity.

● Consider preparing press teams to be able to 
discuss how foreign actors, particularly Russia, 
are pushing these narratives domestically and 
educating reporters on Moscow’s influence 
operations efforts.

● Continuous monitoring of protest-related 
narratives to help identify if calls to action begin 
to target specific company facilities, employees, 
or executives.
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Assess: Alethea assesses that the company 
faces multiple risks in the narrative.



AEROSPACE & MANUFACTURING

Narrative Summary
QAnon and QAnon-Adjacent Communities 
Criticize Company Following Data Leak

Alethea observed thousands of posts, primarily 
on X but also on Reddit, Gab, Minds, Telegram, 
and 4chan, discussing the company’s recent data 
leak following LockBit’s ransomware attack in 
October.

QAnon-adjacent and prepper communities 
claimed the ransomware attack indicates 
broader instability and vulnerabilities within both 
the U.S. military and airline industry.
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AEROSPACE & MANUFACTURING

Narrative Assessment

Alethea’s moderate regulatory risk 
assessment is based on potential oversight 
investigations following the cyberattack.

Alethea’s potential upside assessment is 
based on narratives praising the company for 
refusing to pay the ransom and following 
transparency protocols after the attack.

Alethea identified the following mitigation 
options for the company’s consideration:  

● Consider developing a communications strategy 
that highlights the company’s commitment to 
cybersecurity and its refusal to negotiate with 
the attackers.

● Follow protocol of reporting to regulators and 
through the DIB in order to mitigate the risk of an 
oversight investigation.

● Continuously monitor for indications of a 
double exploitation attack.

● Avoid making statements until the incident is 
resolved, and should additional public 
statements be made, Alethea recommends 
monitoring for any evidence of successful exfil 
and conspiratorial communities for risks.
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Assess: Alethea assesses that the company 
faces a moderate regulatory risk but also a 
potential benefit from the narrative. 



Alethea observed thousands of posts 
criticizing the company’s CEO and other CEOs 
of large U.S.-based corporations for attending 
a November 15 honorary dinner for Chinese 
leader Xi Jinping in San Francisco.
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AEROSPACE & MANUFACTURING

Narrative Summary
Anti-CCP Influencers Criticize Company 
CEO for Alleged Ties to China



AEROSPACE & MANUFACTURING

Narrative Assessment

Alethea’s moderate reputational risk 
assessment is based on the high volume of 
content discussing the company’s alleged 
support of the CCP, but comparatively low 
volume of content that specifically targets the 
company. Should more targeted narratives 
emerge or signs of attempts to manipulate the 
company’s stock price occur, our risk 
assessment would increase to ‘high.’

Alethea identified the following mitigation 
options for the company’s consideration:  

● Prepare a background document with Alethea’s 
assessment and share examples of accounts in 
the network to push back on mainstream 
reporters that may cover the meeting.

● Develop a communications strategy which 
highlights the company’s support of the U.S. 
labor market and democratic principles and 
share findings with government affairs teams 
should they be asked about the meeting by key 
lawmakers or staff.

● Monitor known Chinese networks and set alerts 
for employees that may be accessing GTV or 
other Guo Wengui propaganda outlets from 
company systems.  
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Assess: Alethea assesses that the company 
faces a moderate reputational risk.



Alethea observed a high volume of content 
accusing Nikki Haley of wrongfully profiting 
from her relationship with the company and 
claiming that, if elected, Haley would use her 
power to fund the ‘military-industrial complex’ 
and prioritize her financial interests and 
commitment to the company’s board of 
directors over the American people.
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AEROSPACE & MANUFACTURING

Narrative Summary
Republican Presidential Debate Candidates 
Criticize ‘Military-Industrial Complex’



AEROSPACE & MANUFACTURING

Narrative Assessment

Alethea’s moderate reputational risk assessment is based on 
the increase in anti-war sentiment across both political parties 
following the U.S. withdrawal from Afghanistan, involvement in 
Ukraine, and the conflict between Israel and Hamas. We 
anticipate narratives that tie Haley to the company will 
continue throughout her presidential campaign as opponents 
will likely highlight her perceived “pro-war” stance.

Alethea’s moderate regulatory risk assessment is based on 
the high volume of content tying the company to a prominent 
member of a major political party, which can lead to increased 
scrutiny and chances of oversight investigations.

Alethea identified the following mitigation 
options for the company’s consideration:  

● Conduct continuous monitoring of this narrative 
and share related content with its government 
affairs team.

● Avoid engaging with politically polarizing 
narratives and develop a proactive approach to 
educating lawmakers on civilian and defense 
technologies.
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Assess: Alethea assesses that the company 
faces a moderate reputational and regulatory risk.


